





FOREWORD AND ACKNOWLEDGEMENTS

For all the extraordinary convenience it lends to the conduct of life in the
twenty-first century, modern information technology, in its burgeoning forms of
intimate connectivity, has a dark side.

All of us are aware of the more egregious elements of that dark side. Indeed
some of us, despite the best of intentions, may have fallen prey to those devious
denizens of the internet who seek to defraud us or, indeed, cause much greater
damage to our affairs for whatever motives impel them to do so.

The need for cyber awareness in the operation of ships has become an
increasingly urgent focus of the industry over recent years. This focus has
necessarily responded to the growing technological complexity of ships and the
electronic systems used to operate them. Rising complexity often — but not always
— implies the expansion of possibilities for things to go wrong, particularly if the
human interface with the systems in question is not equal to the task of
maintaining their integrity.

So, despite the movement towards greater technological autonomy in the
management of ships, both ashore and afloat, the human element remains a key
factorin ensuring the reliability of IT systems and their protection from external
manipulation and corruption.

As mentioned in the preface, the importance of cyber security has been recognized
by the requirement, from January 1, 2021, of ISM Code certification to take account
of cyber risk management. Many of the practical dimensions to this will relate to
the cyber awareness of crews, and their use of IT capabilities for communication
and other purposes during their period of attachment to the ship.

In this context, it is hoped that Cyber Awareness will prove useful to Members and
their seafaring employees in highlighting, in an accessible and memorable form,
some of the key best practices to ensure a ship’s safety and security in regard to
the risks created by the modern cyber environment and the onboard vulnerabilities
associated with it.

Many thanks are due to Dr. William Moore, Ms. Danielle Centeno and the
Shipowners Claims Bureau, Inc.’s IT team for driving this latest initiative of the
American Club with their characteristic enthusiasm and energy. Thanks are also
due to Mr. John Steventon whose artistic talent is matched only by his ability to
capture in images complex ideas made understandable by theiringenious
representation in pictorial form.

Joseph E.M. Hughes THE

Chairman & CEO AMERICAN
Shipowners Claims Bureau, Inc. CLUBV
A

Managers of the American Club
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PREFACE

The primary audience of Cyber Awareness is the seafarer. There are common
and basic best practices to maintain cyber security for seafarers’ personal
devices as well as shipboard systems alike. Many of these common best
practices apply at home as well as aboard ship.

The necessity for seafarers to establish a level of cyber risk awareness and
diligence is imperative to both their personal and professional lives. While the
2017 IMO resolution only “encourages” cyber risk management (CRM) compli-
ance, it is important to understand that cybersecurity is essential to every busi-
ness and critical to the safety, integrity and reliability of maritime assets and
operations. In practice this means that the company should risk assess their IT
systems environment —including systems used to operate the vessel — and is-
sue procedures to manage all cyber security risks including those impacting the
ships’ seafarers.

Communication and socialization with the outside world, particularly with
friends and family is commonplace for the modern seafarer. From a human
element perspective, their cyber wellness is a critical component of their over
all health and personal wellness. However, it is important to understand that
with that privilege also comes the responsibility to protect oneself and ensure
the ship’s safety and security are not compromised. These common objectives
are achieved by employing good personal cyber security practices. Itis our
hope that seafarers find Cyber Awareness a useful reminder of the simple
practices of protecting themselves and the ship’s safety and security.

William H. Moore, Dr. Eng.

Senior Vice President

Shipowners Claims Bureau, Inc., Managers

American Steamship Owners Mutual Protection & Indemnity Association, Inc.

Ms. Danielle Centeno

Assistant Vice President

Shipowners Claims Bureau, Inc., Managers

American Steamship Owners Mutual Protection & Indemnity Association, Inc.
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AMERICAN STEAMSHIP OWNERS MUTUAL
PROTECTION & INDEMNITY ASSOCIATION, INC.

SHIPOWNERS CLAIMS BUREAU, INC., MANAGER

One Battery Park Plaza, 31st Floor
New York, New York 10004 USA

TEL +1 212 847 4500
FAX +1 212 847 4599
WEB www.american-club.com
EMAIL info@american-club.com

2100 West Loop South, Suite 1525
Houston, TX 77027 USA

TEL +1 346 223 9900
EMAIL claims@american-club.com

SHIPOWNERS CLAIMS BUREAU (UK) LTD.

78-79 Leadenhall Street
London EC3A 3DH United Kingdom

TEL +44 20 7709 1390
EMAIL claims@sch-uk.com

SHIPOWNERS CLAIMS BUREAU (HELLAS), INC.

Filellinon 1-3 - 3rd Floor
Piraeus 185 36 Greece

TEL +30 210 429 4990123
FAX +30 210 429 4187 8
EMAIL claims@scb-hellas.com

SCB MANAGEMENT CONSULTING SERVICES, LTD.

The Workstation, 28th Floor
43 Lyndhurst Terrace
Central, Hong Kong SAR, People’s Republic of China

TEL +852 3905 2150
EMAIL hkinfo@scbmcs.com

SCB MANAGEMENT CONSULTING (CHINA) CO., LTD.
Room 905, Cross Tower

No. 318 Fuzhou Road

Shanghai 200001, People’s Republic of China

TEL +86 213366 5000
FAX +86 213366 6100
EMAIL claims@scbmcs.com
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